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FAQ Cloud Computing Circular

Frequently asked questions: Cloud Computing Circular

Disclaimer: The answers to the “Frequently Asked Questions” (hereafter “FAQs”) solely intend to assist
the supervised entities in complying with the requirements of Circular CSSF 17/654 related to the IT
outsourcing relying on a cloud computing infrastructure (“Cloud Computing Circular”). The answers to
the FAQs are based on the current state of knowledge of the CSSF and can be updated in line with the
technological development and future analyses of the CSSF. The terms used and defined in Circular CSSF
17/654 have the same meaning in this document.

QUESTION 1: When multiple cloud computing technologies are used by a resource operator (either from
a single cloud computing service provider, or from several of them), is it necessary to have a single cloud
officer?
Updated on 27 March 2019
The Cloud Computing Circular does not necessarily require a single cloud officer. The resource operator can assign
responsibilities to multiple cloud officers as long as it is able to demonstrate that they have the overall competence
required for each of the clouds used (for example, by service model (SaaS, PaaS and IaaS) or by cloud computing
service provider product). It is also possible to define a hierarchy within the cloud officers. In all cases, as part of
the communication to the CSSF of the names of the cloud officers (see point 26 of the Cloud Computing Circular),
a brief explanation of the split of responsibilities among the cloud officers should be provided.

QUESTION 2: Are social networks relying on a SaaS-based cloud computing infrastructure (e.g., Facebook,
Twitter, LinkedIn, etc.) subject to the requirements of the Cloud Computing Circular?
Date of publication: 17 May 2017
The Cloud Computing Circular applies to the outsourcing to a cloud infrastructure. If social networks are used for
activities that could not be internalised, then their use is not considered as outsourcing. For example, the use for
external communication (for marketing, soliciting, etc.) or the private use are not considered as outsourcing.
Conversely, the use as an internal messaging service is considered as outsourcing.
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QUESTION 3: Can you give examples of activities considered to be material?
Updated on 27 March 2019
The Cloud Computing Circular mentions that the ISCR must detail why it considers the activity to be outsourced to
a cloud infrastructure as material or not. It is up to the ISCR to do its own analysis and justify it. Nevertheless,
certain activities are necessarily to be considered as material by the ISCR, such as the use of an accounting
software or the use of an Enterprise Resource Planning (ERP) supporting the core activity. Conversely, it is
conceivable that certain activities may be considered non-material by the ISCR, such as hosting test environments
or storing public information. Reference should be made to the document “Frequently Asked Questions on the
assessment of IT outsourcing materiality”.

QUESTION 4: Point 30.f. of the Cloud Computing Circular states that “the internal control functions of the
ISCR shall have adequate access to data and systems necessary to exercise their missions, and which are
hosted on the cloud computing infrastructure”. What are these data and systems?
Date of publication: 17 May 2017
These are the data and systems made available on the client interface, enabling the internal control functions to
carry out their tasks. For example: tools tracing users’ access, tools providing metrics for implemented security
settings, list of users with access to data and systems, and so on.

QUESTION 5: Some cloud providers offer a specific contract to the financial sector. If so, is the signatory
obliged to sign this specific contract or is he free to sign another contract?
Date of publication: 17 May 2017
It is the responsibility of the potential signatory to systematically ask the cloud service provider if there is a contract
specific to the financial sector. The prospective signatory must then assess whether the contract meets the
requirements of the Cloud Computing Circular.

QUESTION 6: Point 27.a. of the Cloud Computing Circular mentions the need for the cloud officer, internal
audit and the Information Security Officer to attend appropriate trainings in management and security of
cloud computing resources that are specific to the cloud computing service provider. What is the
formalism to be adopted to meet this requirement (e.g., examination, certification)?
Date of publication: 17 May 2017
It is not required that trainees take an exam or obtain a certification. Nevertheless, it is necessary to keep an
attestation proving that the training was actually followed on a specific date and listing precisely the content of the
training. It should be noted that this attestation may be requested at any time by the CSSF. The resource operator
will ensure that the skills of the cloud officer, the internal audit and the information systems security officer are kept
up-to-date through regular trainings.
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QUESTION 7: Can you give concrete examples of assignment of roles between the ISCR, the resource
operator and the signatory?
Date of publication: 17 May 2017
Several scenarios can be envisaged for the assignment of the roles of the ISCR, the resource operator and the
signatory.
1)

The simplest case being the combination of these three functions by the entity supervised by the CSSF.
The cloud officer is thus located within this entity.

2)

A second case is a supervised entity that uses a support PFS as an intermediary. The support PFS would
be both resource operator and signatory. The cloud officer is thus located within the support PFS.

3)

A third case is the use of a support PFS by the ISCR only for the resource operation. The supervised
entity combines the functions of ISCR and signatory. The cloud officer is located within the support PFS.
The resource operator is not responsible for the quality of the supplier but can provide the necessary
expertise to the consumer who must, as a signatory, ensure the supplier’s correct choice and conformity.
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4)

The ISCR may outsource the resource operation to a subcontractor who does not have a support PFS
status, either because the subcontractor is abroad (being part of the ISCR group or not) or is based in
Luxembourg but is part of the ISCR group and deals exclusively with the group's operations (exemption
under Article 1 of the LFS). This subcontractor may be the signatory.
The ISCR must ensure that the resource operator meets the requirements of the Cloud Computing
Circular and has done its due diligence on the provider according to the elements of the Cloud Computing
Circular.

QUESTION 8: If a bank or an investment firm carries out an outsourcing falling within the scope of the
Cloud Computing Circular, does Circular CSSF 12/552 no longer apply?
Date of publication: 17 May 2017
Only the sub-chapter 7.4 Outsourcing of Circular CSSF 12/552 is no longer applicable because it is replaced by
the requirements of the Cloud Computing Circular. All the requirements contained in the other chapters and subchapters of Circular CSSF 12/552 remain applicable, in particular point 17 in the context of outsourcing here.
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QUESTION 9: What training do cloud officers have to follow?
Date of publication: 27 March 2019
The CSSF has not and will not list trainings for cloud officers, especially since there are an increasing number of
cloud solutions, mainly SaaS applications, but also PaaS or IaaS solutions. The CSSF considers that it is the
responsibility of the supervised entities to assess the training needs and to maintain the cloud officers’ competences
up-to-date.
However, some subjects are obvious to ensure a minimum level of competence, as for example the secured
configuration of cloud computing resources on the client interface.
Please also note that we do not provide details concerning the form of the training or the training institutes: the
supervised entity must perform its own analysis and document its choice.

QUESTION 10: Is the client’s consent necessary to store its data on an outsourced cloud computing
infrastructure? (cf. point 25.a of Circular Cloud Computing)
Date of publication: 27 March 2019
As for any outsourcing, whether falling under the scope of Circular CSSF 12/552, CSSF 17/656 or CSSF 17/654,
the responsibility of the professional secrecy lies with the professional of the financial sector (PFS) and the PFS
must perform its analysis to know if the client’s consent is necessary or not, and the form of this consent (explicit
or not).
We remind you that Article 41 of the Law of 5 April 1993 on the financial sector, as amended, must be complied
with. As such, and in the absence of case law on the form of the consent, it cannot be excluded that some clients
might contest the validity of their consent before the courts.

QUESTION 11: For an outsourcing to be qualified as “cloud computing”, does it necessarily have to fulfil
the 7 conditions described in paragraphs 14 and 17 of Circular Cloud Computing?
Date of publication: 27 March 2019
Yes, the 7 conditions described in paragraphs 14 and 17 must all be fulfilled for the outsourcing to be qualified as
“cloud computing” within the meaning of Circular Cloud Computing.
It should be noted that, in order to assess the compliance of certain products, the supervised entity must acquire
information on the functioning of the technologies used and of the processes operated by the cloud computing
service provider. In particular, when offering SaaS, elasticity of the resources (cf. point 14.d) cannot fall under the
control of the resource operator, but must be automatically managed by the cloud computing service provider, the
latter having implemented mechanisms to distribute the resources according to its use. The condition of “rapid
elasticity” is thus transparent for the ISCR, but applied by the cloud computing service provider.

QUESTION 12: To fulfil the criteria of “resource pooling” (cf. point 14.c of Circular Cloud Computing), does
the cloud computing service provider have to use a virtualisation technology?
Date of publication: 27 March 2019
No. The cloud computing service provider may use a virtualisation technology to pool the resources between its
different clients, but this is not a requirement. Moreover, some cloud computing solutions do not use a virtualisation
technology despite meeting the 7 conditions (cf. paragraphs 14 and 17 of Circular Cloud Computing).
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QUESTION 13: Does the CSSF keep a list of authorised foreign cloud computing service providers?
Date of publication: 27 March 2019
The cloud computing service providers do not fall under the supervision of the CSSF, unless they are support PFS
owing to the activities exercised. Consequently, the CSSF does not authorise foreign cloud computing service
providers. The supervised entity must ensure compliance with the Cloud Computing Circular, notably compliance
with the 7 criteria (cf. paragraphs 14 and 17) and the contractual requirements (cf. paragraph 31) by the foreign
cloud computing service providers.

QUESTION 14: My supervised entity belongs to an international group. The parent company signed a
contract with a cloud computing service provider and gives access to the cloud computing infrastructure
to the entities of the group, including my supervised entity. In this configuration, the parent company is
the signatory and my supervised entity is at the same time ISCR and resource operator. However, Circular
Cloud Computing does not allow the signatory to be ISCR or resource operator (cf. paragraph 20). How
can this issue be solved?
Date of publication: 27 March 2019
In order for this configuration to fit the requirements of paragraph 20, the contract signed with the cloud computing
service provider must provide for identical rights between the parent company and the supervised entity.
Contractually, this may take the form of the following examples:
•
the contract with the cloud computing service provider mentions the supervised entity (the ISCR) as
“affiliated” and explicitly grants the same rights to the client (the parent company) and its affiliates;
•
the contract with the cloud computing service provider gives the possibility to the parent company to
mandate the supervised entity to exercise all the rights set out in the contract on the cloud computing
service provider and a contract between the parent company and the supervised entity provides for the
possibility for the supervised entity to be mandated at any time (it must thus be possible for this request
to originate unconditionally from the supervised entity).
The role of “signatory” within the meaning of Circular Cloud Computing is thus granted to the supervised entity.
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