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1 Introduction 

1.1 Operational Risk in Financial Sector 
  
Reference: « Sound Practices for the Management and Supervision of Operational Risk » 
from Basel Committee (February 2003) 
 

Deregulation and globalisation of financial services, together with the growing 
sophistication of financial technology, are making the activities of banks and thus their risk 
profiles (i.e. the level of risk across a firm’s activities and/or risk categories) more complex. 
Developing banking practices suggest that risks other than credit, interest rate and market 
risk can be substantial. Examples of these new and growing risks faced by banks include: 

• If not properly controlled, the greater use of more highly automated technology has 
the potential to transform risks from manual processing errors to system failure 
risks, as greater reliance is placed on globally integrated systems; 

• Growth of e-commerce brings with it potential risks (e.g., internal and external fraud 
and system security issues) that are not yet fully understood; 

• Large-scale acquisitions, mergers, de-mergers and consolidations test the viability 
of new or newly integrated systems; 

• The emergence of banks acting as large-volume service providers creates the need 
for continual maintenance of high-grade internal controls and back-up systems; 
and 

• Growing use of outsourcing arrangements and the participation in clearing and 
settlement systems can mitigate some risks but can also present significant other 
risks to banks. 

 
The diverse set of risks listed above can be grouped under the heading of “operational risk”, 
defined by the Basel Committee on Banking Supervision as “the risk of loss resulting from 
inadequate or failed internal processes, people and systems or from external events”.  
 

1.2 Process Reference Model  
 
Reference: ISO/IEC 12207:1995/FDAM 1:2002 (E) page 2 
 
This framework provides a Process Reference Model in accordance with the requirements of 
ISO/IEC 15504-2. A Process Reference Model provides definitions of processes described in 
terms of process purpose and outcomes, together with an architecture describing 
relationships between the processes. It does not represent a particular process 
implementation approach nor does it prescribe a risk management system/software, 
methodology or technique. Instead the reference model is intended to be tailored by a bank 
based on its business needs and its areas of application. The reference model’s purpose and 
outcomes are indicators demonstrating whether the banks’ processes are being achieved. 
These indicators are useful to process assessors in order to determine the capability of a 
bank’s implemented process and to provide source material to plan organizational process 
improvement. 
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Operational Risk Management processes are described in this paper in terms of 
achievements of defined Purposes and Outcomes describing processes a bank can use to 
manage the operational risks. The reference model is also used to provide a common basis 
for different models and methods for Bank Process Assessment, ensuring that the result of 
the assessment can be reported in a common context. 
 

2 Process Reference Model 

2.1 PRM List of processes 
 

 
 
 

Configuration Management (CONF) Historical Loss Data Management  (HLDM) 
   HLDM.1 Historical Loss Data Collection  
   HLDM.2 Measurement  

SUPPORTING Operational Risk Processes 

Internal Review (REV) 

      

Basic Operational Risk Operation  (BORO) 
   BORO.1 Operational Risk Mitigation/Control
   BORO.2 Operational Risk Monitoring 

Outsourcing Risk Management (ORM) 

Operational Continuity Mgt (OCM) 

Basic Operational Risk Analysis  (BORA) 
   BORA.1 Operational Risk Identification 
   BORA.2 Operational Risk Assessment 

PRIMARY  
Operational Risk Processes 

Process Improvement Mgt (PIM) 
   PIM.1 Process Establishment 
   PIM.2 Process Assessment 
   PIM.3 Process Improvement 

Management (MAN) 
   MAN.1 Organizational Alignment 
   MAN.2 Organizational Management

 ORGANIZATIONAL  
Operational Risk Processes 

BANK 
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3 Description of processes 

3.1 Foreword 
 
The strategy defined in the process outcomes characterizes the mission statement: 
� Goal 
� Mission of the process 
� Awareness of the people involved in the process. 

 
The strategy of the Operational Risk Management project helps to define the tools (e.g. 
software, working practices) to use in the different processes, the links required between 
them and the goal to reach. 
 

3.2 BORA Basic Operational Risk Analysis 

3.2.1 BORA.1 Operational Risk Identification 

 

Process ID BORA.1 

Process Name Operational Risk Identification 

Process Purpose The purpose of the Operational Risk Identification process is to identify 
operational risks inherent in all material products, activities, processes 
and systems of the bank. [[Condition: 127, 128, 129, 130, 500]] 
 

NOTE 1: The successful implementation of Operational Risk 
Identification process is paramount for the subsequent continuation of a 
viable operational risk management process. [[Condition: 135, 136]] 
 
NOTE 2: The scope of operational risk identification process must cover 
all the bank’s organisation i.e. in all the bank’s activities and all the 
bank’s establishments; [[Condition: ]] 
 
NOTE 3: Self-or risk-assessment, risk indicators, analysis of problems 
occurred and measurement are some possible techniques used by 
banks for identifying operational risk. These techniques may highlight the 
existence of "new" risks or increased risk exposure. [[Condition: 142, 
146, 148, 149, 151,160, 862] 
 

Process 
Outcomes 

As a result of successful implementation of Operational Risk 
Identification: 
 
1. an operational risk identification strategy is developed, including the 

principles of how operational risk is to be identified, according to the 
size, the sophistication, the nature and the complexity of the bank’s 
activities; [[Condition: 1, 2, 3, 4, 5, 24, 356]] 
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NOTE 1: Policy outlining the bank’s approach to identify operational 
risk must be defined; [[Condition: 42]] 

 
2. context in which bank work is identified, analyzed and understood; 

[[Condition: 137, 138]] 
 
3. the most important core business activities for the bank, where no 

disruption is allowed, are identified and analyzed; [[Condition: 137]] 
 
4. internal and external factors that could adversely affect the 

achievement of the bank's objectives are identified and analyzed; 
and [[Condition: 137, 138]]  

 
5. the possible new risks are identified before new products, activities, 

processes, systems or major changes are introduced. [[Condition: 
131, 132, 133, 134]]   

 
 

3.2.2 BORA.2 Operational Risk Assessment 

 

Process ID BORA.2 

Process Name Operational Risk Assessment 

Process Purpose The purpose of the Operational Risk Assessment process is to 
qualitatively assess identified operational risks. [[Condition: 141, 143, 
660, 661]] 
 

NOTE 1: The assessment process outcomes need to be validated 
through comparison to actual internal loss experience, relevant external 
data and appropriate adjustments made. [[Condition: 534, 535]] 
 

NOTE 2: The output of the bank's internal operational risk assessment 
system must be an integral part of the processes of operational risk 
mitigation and monitoring. [[Condition: 370, 681]] 
 
NOTE 3: Self or risk assessment, risk mapping, risk indicator  are some 
possible useful assessment indicators and; measurement and 
scorecards are possible techniques used by banks for assessing 
operational risk. [[Condition: 145, 147, 161, 152 - 159, 662-671, 859]] 
 

Process 
Outcomes 

As a result of successful implementation of Operational Risk 
Assessment: 
 
1. a operational risk assessment strategy is developed, including the 

principles of how operational risk is to be assessed, according to the 
size, the sophistication, the nature and the complexity of the bank’s 
activity; [[Condition: 1, 2, 3, 4, 5, 25, 357]] 

 

NOTE 1: an operational firm-assessment policy outlining the bank’s 
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approach to assess operational risk must be defined. [[Condition: 40]]
 
2. bank is aware of the loss exposure (qualitatively) of each identified 

risk on its business; [[Condition: 139, 140]] 
 

NOTE 1: Bank should be aware that increased automation could 
transform high-frequency, low-severity losses into low-frequency, 
high-severity losses. [[Condition: 248]] 

 
3. identified risks are organized (7 loss event types in Basel II) and 

prioritized accordance with their impact on the bank and frequency; 
and[[Condition: 139, 455]] 

 
4. bank’s risk profile is determined and kept up to date. [[Condition: 

140]] 
 

 

3.3 BORO Basic Operational Risk Operation 

3.3.1 BORO.1 Operational Risk Mitigation/Control 

 

Process ID BORO.1 

Process Name Operational Risk Mitigation/Control 

Process Purpose The purpose of the Operational Risk Mitigation/Control process is to 
mitigate the assessed operational risks and to manage operational risk 
impact. [[Condition: 227, 303, 884]] 
 
NOTE 1: Severity and impact of a loss event on bank’s business is only 
reduced if the Operational Risk Mitigation/Control process and 
Operational Risk Monitoring process are successfully implemented. 
 

NOTE 2: The results of Measurement process should be useful for the 
effectiveness of this process. In AMA, it's mandatory [[Condition: 417, 
874]] 
 

NOTE 3: The output of the bank's internal risk assessment system must 
be an integral part of the process of controlling the banks operational risk 
profile. [[Condition: 680]] 
 

Process 
Outcomes 

As a result of successful implementation of Operational Risk 
Mitigation/Control: 
 
1. an operational risk mitigation and control strategy is developed, 

including the principles of how operational risk is to be mitigated and 
how its realization is to be control, according to the size, the 
sophistication, the nature and the complexity of the bank’s activity; 
[[Condition: 1, 2, 3, 4, 5, 27, 359]] 
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NOTE 1: an operational firm-mitigation policy outlining the bank's 
approach to mitigate operational risk must be defined. [[Condition: 
223]] 
 

2. the existing option to mitigate risk are analysed and, for each risk, the 
most in accordance with bank's strategy is chosen; [[Condition: 229]] 

 

NOTE 1: it's possible to apply more than one option for a specific 
operational risk. 
 

NOTE 2: existing options are: 
- acceptance: risk is retained by the organisation. 
- transfer: transferring, partially or totally, the risk to another 

organisation (insurance is an example). [[Condition: 230]] 
- control: reducing the likelihood and/or consequences of the 

risk. [[Condition: 228]] 
- stop/reduction business activity: deciding to not carry on the 

proposed activities due to risk being unacceptable or finding 
another alternative that is more acceptable. [[Condition: 231, 
484, 485]] 

 
3. changes in bank’s organization and activities to mitigate risks are 

planned and implemented in accordance with bank’s risk profile; 
[[Condition: 223]] 

 

NOTE 1: Segregation of duties and minimization of potential conflict 
interest is an major change to mitigate operational risks [[Condition: 
242, 239, 240, 241]] 
 

NOTE 2: Risk mitigation tools or program can be used to reduce the 
exposures to, or frequency, high severity low-losses which may occur 
as a result of such events (low frequency high-severity). However, 
risk mitigation tools are complementary to, rather than a replacement 
for, thorough internal operational risk control. [[Condition: 246, 247]] 

 
4. residual risks resulting from mitigation actions are identified to ensure 

the day-to-day tracking of those risks; 
 
5. a risk achievement control policy is developed and communicated to 

all people involved in bank’s operational activities; and [[Condition: 8, 
39, 220, 238, 245, 362, 631, 632, 633]] 

 
6. corrective actions are performed when a risk is under way and the 

performance of these actions are tracked until risk is completed. 
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3.3.2 BORO.2 Operational Risk Monitoring 

 

Process ID BORO.2 

Process Name Operational Risk Monitoring 

Process Purpose The purpose of the Operational Risk Monitoring process is to provide, in 
a timely manner, relevant information to ensure effectiveness of 
operational risk management. [[Condition: 11, 171, 172]] 
 
NOTE 1: The output of the bank's internal risk assessment system must 
be an integral part of the process of monitoring the banks operational risk 
profile.  [[Condition: 679]] 
 

NOTE 2:  The output of measurement process should be useful to 
monitoring activities efficiency. In AMA, it's mandatory [[Condition: 416, 
873]] 
 

Process 
Outcomes 

As a result of successful implementation of Operational Risk Monitoring: 
 
1. an operational risk monitoring strategy is developed, including the 

principles of how operational risk is to be monitored, according to the 
size, the sophistication, the nature and the complexity of the bank’s 
activity; [[Condition: 1, 2, 3, 4, 5, 41, 26, 177, 178, 179, 358]] 

 
2. monitoring information (e.g. risk indicators) are identified, collected, 

recorded and updated; [[Condition: 173, 174, 175, 183, 184, 185, 
368]] 

 

NOTE 1: When thresholds are directly linked to these indicators an 
effective monitoring process can help identify key material risks in a 
transparent manner and enable the bank to act upon these risks 
appropriately. [[Condition: 176]] 

 
3. information contained in the reports  and the frequency of reports are 

suitable regarding the profile of the recipients; [[Condition: 169, 170, 
177, 178, 179, 243]] 

 
4. conditions in which special reports (e.g. urgency, alert) must be 

issued quickly as well as procedure to generate and convey them are 
defined; and 

 
5. the reporting of information to all people concerned by operational 

risk management is performed. [[Condition: 169, 170, 181, 182, 190, 
195, 196, 211, 372, 373, 374]] 

 
NOTE 1: Board of directors, senior management and business unit 
management should be kept informed of loss experiences and 
material operational losses to enable the bank's overall operational 
risk profile and to support proactive management of operational risk. 
[[Condition: 216, 217, 218, 219, 375, 376, 377, 421, 423, 425]] 
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NOTE 2: Reports should be analysed with a view to improving 
existing risk management performance as well as developing new 
risk management practices, policy and procedure(PIM processes). 
[[Condition: 213, 214, 215]] 
 

NOTE 3: Reports generated by or for supervisory authorities should 
likewise be reported internally to senior management and board of 
director where appropriate. [[Condition: 188, 189, 212, 868, 869, 870, 
871]] 
 

 

3.4 OCM Operational Continuity Management 
 

Process ID OCM 

Process Name Operational Continuity Management  

Process Purpose The purpose of the Operational Continuity Management process is to 
support the overall Business Continuity Management process by 
ensuring that the required operational facilities can be recovered within 
required, and agreed, business timescales. 
(Ref. OGC Service Delivery  § 7.1.2 Goal) [[Condition: 12, 249, 277, 283, 
284]] 
 

Process 
Outcomes 

As a result of successful implementation of the Operational Continuity 
Management: 
 
1. an OCM strategy is developed and OCM project development 

and control structures are defined; [[Condition: 5]] 
 
2. Business Impact Analysis (BIA) is performed to identify bank's 

dependence on technology, its Infrastructure and any external 
providers of support services; [[Condition: 278, 279, 287, 288]] 

 
3. the likelihood that a disaster or other serious service disruption will 

actually occur is determined; [[Condition: 285, 286]] 
 

NOTE 1: This is an assessment of the level of threat and the 
extent to which an organisation is vulnerable to that threat. 

 
4. the OCM plan is defined, developed and periodically tested; and 

[[Condition: 250, 278, 279, 289, 290, 298, 299]] 
 
5. the  effectiveness of the OCM plan is guaranteed and tested. 

[[Condition: 292, 293, 294, 295, 296, 297 298, 299]] 
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3.5 ORM Outsourcing Risk Management 
 

Process ID ORM 

Process Name Outsourcing Risk Management 

Process Purpose The purpose of the Outsourcing Risk Management process is to identify, 
manage and mitigate the operational risks specific in outsourcing 
activities. [[Condition: 37, 38]] 
 
NOTE 1: A bank's use of third parties does not diminish the responsibility 
of the board of directors to ensure that the third-party activity is conduced 
in a sound and safe manner and compliance with applicable laws. 
[[Condition: 252, 253, 254]] 
 

Process 
Outcomes 

As a result of successful implementation of Outsourcing Risk 
Management: 
 
1. appropriate outsourcing risk management strategy is defined and 

implemented, in accordance with bank’s risk profile; [[Condition: 5, 
251]] 

 
2. all subcontractors are identified, their risk management system are 

analyzed, and contracts (SLA) are established with selected 
subcontractors; [[Condition: 255, 260-271]] 

 
3. risks inherent in all outsourcing activities are identified in the 

outsourcing risk management strategy, and the possible new ones 
are assessed before new outsourcing activities are introduced; 
[[Condition: 256]] 

 
4. the risks are analyzed and priority in which to apply resources to 

monitor these risks are determined; [[Condition: 256]]  
 
5. risk measures are defined, applied, and assessed to determine 

changes in the status of risk and the progress of the treatment 
activities; and [[Condition: 256, 276]] 

 
6. appropriate treatment is taken to correct or avoid the impact of risk 

based on its priority, probability, and consequence or other defined 
risk threshold. [[Condition: 256]] 

 
 

3.6 MAN Management 

3.6.1 MAN.1 Organizational Alignement 
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Process ID MAN.1 

Process Name Organizational Alignment 

Process Purpose The purpose of the Organizational Alignment process is to enable the 
operational risk management processes needed by the bank to ensure 
the execution of mission critical activities, to be consistent with its 
business goals and its risk profile. [[Condition: 6, 43, 44, 344]] 
 

Process 
Outcomes 

As a result of successful implementation of the Organizational Alignment:
 
1. a new strategic vision, which include operational risk management, is 

developed; [[Condition: 20]] 
 
2. the process framework is identified and defined that include a set of  

operational risk processes needed to achieve the business goals of 
the bank; [[Condition: 1, 2, 3, 4, 25, 27, 32, 33, 34, 35, 36, 52, 83, 84, 
85, 620, 634, 635, 636]] 

 
3. a strategy is defined for process definition, implementation and 

improvement; and support is provided to enable this strategy; 
[[Condition: 5, 21, 28, 29, 45, 78, 621, 622, 624]] 

 
4. the bank’s mission, core values, visions, goals and objectives are 

made known for all employees; [[Condition: 14, 15, 16, 17, 18, 19, 
617, 618]] 

 
5. individuals in the bank share a common vision, culture, and 

understanding of the business goals to empower them to function 
effectively; and [[Condition: 11, 14, 15, 16, 17, 18, 19, 235, 236, 237, 
617, 618, 682]] 

 
6. each individual in the bank understands their role in achieving the 

goals of the business and is able to perform that role. [[Condition: 
79]] 

 
 

3.6.2 MAN.2 Organizational Management 

 

Process ID MAN.2 

Process Name Organizational Management 

Process Purpose The purpose of the Organizational Management process is to establish 
and perform operational risk management practices, during the 
performance of the processes needed for ensuring the execution of 
mission critical activities, that are consistent with the business goals of  
the organization. [[Condition: 7, 77, 89, 345, 346, 616, 640, 643]] 
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NOTE 1: operational risk management  processes must be implemented 
in a business context and to be effective, require an appropriate 
organizational environment 
 

NOTE 2: In practice, the Committee recognizes that the audit function at 
some banks (particularly smaller banks) may have initial responsibility for 
developing an operational risk management program. Where this is the 
case, banks should see that responsibility for day-to-day operational risk 
management is transferred elsewhere in a timely manner. [[Condition: 
76]] 
 

Process 
Outcomes 

As a result of successful implementation of the Organizational 
Management: 
 
1. the bank will invest in the appropriate management infrastructure; 
 
2. the best practices are identified to support the implementation of 

effective operational risk management; and [[Condition: 235]] 
 
3. provide a basis for evaluating the achievement of bank business 

goals based on these risk management practices. 
 

 

3.7 PIM Process Improvement Management 

3.7.1 PIM.1 Process Establishment 

 

Process ID PIM.1 

Process Name Process Establishment 

Process Purpose The purpose of the Process Establishment process is to establish a suite 
of bank’s standard processes for operational risk management as they 
apply to the banking activities. [[Condition: 80, 81, 82, 450, 451]] 
 

Process 
Outcomes 

As a result of successful implementation of the Process Establishment: 
 
1. a defined and maintained standard set of processes are established, 

along with indication of each process’s applicability; 
 
2. the detailed tasks, activities and associated work products of the 

standard process are identified, together with expected performance 
characteristics; 

 
3. a strategy for tailoring the standard process is developed in 

accordance with the needs of the bank’s department; and 
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4. information and data related to the use of the standard process for 
specific bank department exist and are maintained. 

 
 

3.7.2 PIM.2 Process Assessment 

 

Process ID PIM.2 

Process Name Process Assessment 

Process Purpose The purpose of the Process Assessment process is to determine the 
extent to which the bank’s standard processes for operational risk 
management contribute to the achievement of its business goals and to 
help the bank focus on the need for continuous process improvement. 
[[Condition: 385, 386 439, 452, 453]] 
 

Process 
Outcomes 

As a result of successful implementation of the Process Assessment: 
 
1. information and data related to the use of the standard process for 

specific bank department will exist and be maintained; 
 
2. the relative strengths and weaknesses of the bank’s standard 

processes are understood; and 
 
3. accurate and accessible assessment records are kept and 

maintained. 
 

 

3.7.3 PIM.3 Process Improvement 

 

Process ID PIM.3 

Process Name Process Improvement  

Process Purpose The purpose of the Process Improvement process is to continually 
improve the bank’s operational risk management effectiveness and 
efficiency thought the processes used and aligned with the business 
need. [[Condition: 330, 384]] 
 

Process 
Outcomes 

As a result of successful implementation of the Process Improvement: 
 
1. commitment is established to provide resources to sustain 

improvement actions; 
 
2. issues arising from the bank’s internal / external environment are 

identified as improvement opportunities and justified as reasons for 
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change; 
 

NOTE 1: information sources providing input for change may include: 
process assessment results, internal audits, bank’s effectiveness / 
efficiency. 

 
3. analysis of the current status of the existing process is performed, 

focusing on those processes from which improvement stimuli arise, 
resulting in improvement objectives for the process being 
established; 

 

NOTE 1: the analysis may include process assessment. 
 
4. the improvement objectives are prioritized, and consequent changes 

to the process are defined, planned and implemented; 
 
5. the effects of process changes implementation are monitored, 

measured and confirmed against the defined improvement goals; 
 
6. knowledge gained from the improvement is communicate within the 

bank; and 
 
7. the improvements made are evaluated and consideration given for 

using the solution elsewhere within the organization. 
 

 

3.8 HLDM Historical Loss Data Management 

3.8.1 HLDM.1 Historical Loss Data Collection 

 

Process ID HLDM.1 

Process Name Historical Loss Data Collection 

Process Purpose The purpose of the Historical Loss Data Collection process is to collect 
and maintain the integrity of relevant loss data, and make them available 
to concerned processes. 
 

NOTE 1: For AMA, the tracking of internal loss data is an essential 
prerequisite to development and functioning of a credible operational risk 
measurement system 
 

Process 
Outcomes 

As a result of successful implementation of the Historical Loss Data 
Collection: 
 
1. a historical loss data collection strategy is developed, including the 

principles of how loss data is to be managed, according to the size, 
the sophistication, the nature and the complexity of the bank’s 
activity;  [[Condition: 1, 2, 3, 4, 5, 496]] 
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2. loss events and information collected about these loss events are 

specified; [[Condition: 487, 493 – 496, 683, 684, 690]] 
 

3. all loss data generated by bank’s process are collected, and the 
completeness and consistency of the loss data is ensured;  

 

NOTE 1: A bank must have documented procedure for assessing the 
on-going relevance of historical loss data. [[Condition: 470, 864]] 

 
4. loss data can be mapped in 8 business lines (defined in Basel II) and 

made available for relevant processes; and [[Condition: 351, 352, 
354]] 

 

NOTE 1: on demand of national banking supervisors, a bank must be 
able to map its internal loss data with Basel II categories. [[Condition: 
473, 474]] 

 

5. storage and handling of the internal loss data are controlled. 
 

 

3.8.2 HLDM.2 Measurement 

 

Process ID HLDM.2 

Process Name Measurement 

Process Purpose The purpose of the Measurement process is to determine regulatory 
capital requirement, based on a formal and quantitative understanding of 
operational risks and their related losses. [[Condition: 162]] 
 

NOTE 1: A bank's risk measurement system must be sufficiently 
'granular' to capture the major drivers of operational risk affecting the 
shape of the tail of loss estimates. [[Condition: 458]] 
 

NOTE 2: An effective way of making good use of this information is to 
establish a framework for systematically tracking the frequency, the 
severity and others relevant information on individual loss events. 
[[Condition: 163, 164, 165, 672, 673, 674]] 
 

NOTE 3: The output of the bank's internal risk measurement system 
must be an integral part of the processes of monitoring and 
mitigating/controlling the bank's operational risk profile. [[Condition: 416, 
417]] 
 

Process 
Outcomes 

As a result of successful implementation of the Measurement: 
 
1. a measurement  strategy is developed, including the principles of 

how operational risk is to be measured, according to the size, the 
sophistication, the nature and the complexity of the bank’s activity; 
[[Condition: 1, 2, 3, 4, 5, 412]] 
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NOTE 1: an operational firm-measurement methodology and policy 
outlining the bank’s approach to measure operational risk must be 
defined. 
 

NOTE 2:The Basel Committee is not specifying the approach or 
distributional assumptions used to generate the operational risk 
measure for regulatory capital purpose. [[Condition: 447]] 
 

NOTE 3: a bank needs to have a credible, transparent, verifiable and 
documented approach for weighting the internal data, external data, 
scenario analysis and others factors. This weighting must be 
documented and well reasoned. [[Condition: 462, 463, 464, 465, 528, 
686]] 
 

NOTE 4: a bank must have a systematic process for determining the 
methodologies used to incorporated data (e.g. scaling qualitative 
adjustments, or informing the development of improves scenario 
analysis). [[Condition: 510]] 

 
2. internal loss data and loss data generated and/or communicated by 

others banks are identified, and the relevance of the loss data is 
ensured; [[Condition: 503, 674, 861]] 

 

NOTE 1: external loss data should include all information that would 
help in assessing the relevance of the loss event for other banks. 
[[Condition: 860, 861, 508]]  
 

NOTE 2: external loss data should include information on actual loss 
amounts, the scale of business operations where the event occurred, 
the causes of the loss events and the circumstances of the loss 
events. [[Condition: 504, 505, 506, 507]] 
 

NOTE 3: a bank must have a systematic process for determining the 
situations for which external data must be used. The conditions and 
practices for external data must be reviewed and documented. 
[[Condition: 509, 511, 512, 513, 514, 515, 516]] 

 
3. the bank risk assessment is more forward-looking and reflect directly 

the quality of bank's control and operating environments;   
[[Condition: 166, 523, 524, 461]] 

 
4. loss data are used to perform operational risk measures which 

provide an objective basis for supporting Basic Operational Risk 
Analysis group (BORA) and regulatory capital requirement 
measurement; [[Condition: 166, 461]] 
 

NOTE 1: A bank must demonstrate that its operational risk measure 
meets a soundness standard comparable to that of the internal 
ratings-based approach for credit risk (ie comparable to a one year 
holding period and a 99,9 percentile confidence interval). [[Condition: 
449, 460]] 

 

NOTE 2: a minimum five-year observation period of internal loss data 
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is required whether the internal loss data is used directly to build the 
loss measure or validate it. But the first time, a three-year historical 
data windows is acceptable. [[Condition: 471,472]] 
 

NOTE 3: The sensitivity of a bank's risk estimates to changes in the 
factors need to be well reasoned. [[Condition: 527]] 

 
5. internal loss data can be mapped in 8 business lines and 7 loss 

event types (defined in Basel II) and made available for relevant 
processes; and [[Condition: 455, 473 - 478, 686, 687, 865, 866]] 

 

NOTE 1: on demand of national banking supervisors, a bank must be 
able to map its internal loss data with Basel II categories. [[Condition: 
473, 474]] 

 
6. storage and handling of the external loss data are controlled; 

[[Condition: 860, 861]] 
 

 

3.9 CONF Configuration Management 
 

Process ID CONF 

Process Name Configuration Management 

Process Purpose The purpose of the Configuration Management process is to ensure the 
integrity of all operational services and infrastructure components, with 
their associated documentation; and to provide an information service to 
facilitate the effective and efficient identification, assessment, control of 
operational risks. 
 

Process 
Outcomes 

As a result of successful implementation of the Configuration 
Management: 
 
1. a configuration management strategy is developed; 
 
2. a configuration management system is implemented in accordance 

with defined strategy; 
 
3. configuration item (CI) are identified, selected, classified, labelled, 

assigned, linked as appropriate and baselined during the all life cycle 
(comparison point); 

 

NOTE 1: Configuration item should include systems, people, internal 
processes, associated documentation and all material useful for 
operational risk management. 

 
4. modifications of the configuration items are controlled; 
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5. modifications are made available to affected processes; 
 
6. all current and historical data (status) associated to configuration 

items are recorded, documented, reported and kept available; 
 
7. the completeness and consistency of the configuration items are 

under control and verified; and 
 
8. storage and handling of configuration items are controlled. 
 

 

3.10 REV Internal Review 
 

Process ID REV 

Process Name Internal Review 

Process Purpose The purpose of the Internal Review process is to independently 
determine compliance of selected procedures and processes with the 
requirements, plans and agreement, as appropriate. [[Condition: 60, 68, 
69, 199-210, 380, 381, 382, 383, 387, 388, 433, 435, 513, 514, 516,  
529, 532, 533]] 
 

Process 
Outcomes 

As a result of successful implementation of the Internal Review: 
 
1. an internal review strategy is developed and implemented; 

[[Condition: 5, 70, 71, 389, 390, 437, 438, 628, 629]]] 
 
2. compliance of selected activity work products and/or processes with 

requirements, plans and agreement is determined according to the 
internal review strategy; 

 

NOTE 1: Areas of potential conflicts of interest should be subject to 
careful independent review. [[Condition: 244]] 

 
3. the conduct of reviews by an operationally independent, 

appropriately trained and competent staff are performed; [[Condition: 
61, 62, 63, 64, 65, 66, 67, 387, 388, 532, 533]] 

 
4. problems detected during an review are identified and communicated 

to those responsible for corrective action, and resolution; and 
 
5. knowledge gained from the process review is communicated within 

the bank. 
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