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       Luxembourg, 8 June 2006 
 
 

To all professionals of the financial 
sector subject to the supervision of 
the CSSF and to which the law of 12 
November 2004 on the fight against 
money laundering and terrorist 
financing applies 

 
 

   CIRCULAR CSSF 06/247  
 
 
Re:  Business relationships and transactions with natural or legal persons of 
 North Korea 
 
Ladies and Gentlemen, 
 
We are pleased to draw your attention to the risk you run of being abusively used for the 
purpose of illicit activities by entities of North Korea.  
 
The Financial Intelligence Unit of the Luxembourg Public Prosecutor’s office has already 
pointed out certain “designated” North Korean persons to the credit institutions and PFS 
and has referred in circular CRF 12/06 to the circular of the U.S. Department of the 
Treasury of 13 December 2005 to invite the financial sector to be particularly watchful 
with regard to North Korea. 
 
Hence, you are requested to examine with special attention all business relationships and 
transactions with natural or legal persons of North Korea or those who are acting on 
behalf of such persons, given that these relations and transactions should be considered as 
particularly likely to fall under the scope of the law of 12 November 2004 on the fight 
against money laundering and terrorist financing. 
 

Yours faithfully, 
 
                 COMMISSION DE SURVEILLANCE DU SECTEUR FINANCIER 
 
 
 
      Simone DELCOURT              Arthur PHILIPPE             Jean-Nicolas SCHAUS 
            Director            Director                       Director General 
 
Annexe: Circular of the U.S. Department of the Treasury of 13 December 2005. 



 
December 13, 2005 

 
Advisory 

 
GUIDANCE TO FINANCIAL INSTITUTIONS ON THE PROVISION OF 

BANKING SERVICES TO NORTH KOREAN GOVERNMENT AGENCIES AND 
ASSOCIATED FRONT COMPANIES ENGAGED IN ILLICIT ACTIVITIES. 

 
 
This advisory warns U.S. financial institutions that the U.S. Department of the Treasury 
has concerns that the Democratic People’s Republic of Korea (“North Korea”), acting 
through government agencies and associated front companies, is engaged in illicit 
activities and may be seeking banking services elsewhere following the finding of Banco 
Delta Asia SARL to be a financial institution of “primary money laundering concern” 
pursuant to Section 311 of the USA PATRIOT Act.  Accordingly, U.S. financial 
institutions should take reasonable steps to guard against the abuse of their financial 
services by North Korea, which may be seeking to establish new or exploit existing 
account relationships for the purpose of conducting illicit activities.  This advisory is 
consistent with the U.S. Department of the Treasury’s efforts to ensure that U.S. financial 
institutions are not used as a conduit for the laundering of proceeds from such illicit 
activities as currency counterfeiting, narcotics trafficking, counterfeit cigarette 
smuggling, and the financing of and involvement in weapons of mass destruction and 
missile proliferation.  We encourage financial institutions worldwide to take similar 
precautions. 
 
The Department of the Treasury is actively monitoring this situation and will take any 
further action as appropriate.  We will provide updated information to the financial 
industry as warranted.  Financial institutions with questions about this advisory may 
contact the Financial Crimes Enforcement Network’s regulatory helpline at 1-800-949-
2732. 
 
Background 
 
Section 311 of the USA PATRIOT Act added Section 5318A to the Bank Secrecy Act, 
authorizing the Secretary of the Treasury to find a foreign financial institution, 
jurisdiction, class of transactions or type of account to be of “primary money laundering 
concern.”  Upon such finding and following a rulemaking process, the Secretary is 
authorized to take additional steps to further protect the U.S. financial system by 
requiring U.S. financial institutions to take certain “special measures” with respect to the 



specified entity.  Such “special measures” can include requiring U.S. financial institutions
to terminate all correspondent account relationships with the specified entity.  In addition 
to protecting the U.S. financial system, Section 311 findings serve as a notice to the 
global financial community that a particular institution presents a serious money 
laundering and illicit financing risk. 
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SARL (“Banco Delta Asia”), which is headquartered in the Macau Special 
Administrative Region of China, to be a financial institution of “primary mo
laundering concern.”  As stated in this Federal Register notice, Banco Delta Asia
provided financial services for over 20 years to North Korean government agencies an
associated front companies that are known to have engaged in illicit activities.  North 
Korean entities are known to have engaged in currency counterfeiting, narcotics 
trafficking, the production and dissemination of counterfeit cigarettes, and the lau
of related proceeds, as well as weapons of mass destruction and missile proliferation.    
Investigations have also revealed that, among other things, Banco Delta Asia has service
a multi-million dollar account on behalf of a known international drug trafficker.  This 
finding and the accompanying proposal to prohibit U.S. financial institutions from 
maintaining correspondent accounts for or on behalf of Banco Delta Asia are aimed
protecting the U.S. financial system from ongoing illicit activity facilitated by Banco 
Delta Asia.   
 
 
 


