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Circular CSSF 26/915 
amending Circulars CSSF 20/750, 22/806, 25/881, 25/882, 25/883, 25/892 and 25/893 

on the applicability of the Digital Operational Resilience Act (DORA) 

to third-country branches in Luxembourg 

 

To all financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) and (s), and within the 

meaning of Article 2(2) of Regulation (EU) 2022/2554 on digital operational resilience for the 

financial sector1 (DORA). 

To all third-country branches of financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) 

and (s), and within the meaning of Article 2(2) of DORA, if in the third country where their head 

office is established, they would qualify as entities listed under Article 2(1) (a) to (t) of DORA. 

To all support PFS and specialised PFS within the meaning of the Law of 5 April 1993 on the financial 

sector (LFS).  

To POST Luxembourg governed by the Law of 15 December 2000 on postal financial services and in 

its role as Payment Service Provider as referred to in Article 1(37) of the Law of 10 November 2009 

on payment services (LPS). 

To all management companies authorised only under Article 125-1 of Chapter 16 of the Law of 17 

December 2010 relating to undertakings for collective investment (UCITS Law). 

 

Luxembourg, 27 August 2026 

Ladies and Gentlemen, 

As of 17 January 2025, the provisions of DORA are applicable to the financial entities as defined in 

DORA and supervised by the CSSF. To fully reflect DORA provisions across the regulatory governance 

landscape of all regulated entities various CSSF circulars were updated, respectively published. 

On 17 December 2025, the European Commission confirmed that DORA is also applicable to third-

country branches (TCBs) in an EU country, if in the third country where their head office is 

established, they would qualify as entities listed under Article 2(1)(a) to (t) of DORA2. Consequently, 

an update of a series of circulars published or modified in 2025 is required to include TCBs in the 

DORA scope. Furthermore, the CSSF included in the frame of this update a precision regarding the 

reporting of major ICT-related incidents and cyber threats in case entities cannot use the prescribed 

communication channel. 

  

 

1 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital 

operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, 

(EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 

2 Refer to DORA Q&A 102: DORA102 - 3097 - European Insurance and Occupational Pensions Authority 

https://www.eiopa.europa.eu/qa-regulation/questions-and-answers-database/dora102-3097_en
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Chapter 1: Scope 

The following entities are to be considered as financial entities in the framework of this circular:  

(a) credit institutions, investment firms, market operators operating a trading venue and 

approved publication arrangements with a derogation and authorised reporting 

mechanisms with a derogation within the meaning of the LFS; 

(b) payment institutions, account information service providers and electronic money 

institutions within the meaning of the LPS;  

(c) crypto asset service providers and issuers of asset-referenced tokens within the meaning 

of Regulation (EU) 2023/1114; 

(d) central securities depositories within the meaning of the Law of 6 June 2018 on central 

securities depositories; 

(e) central counterparties within the meaning of the Law of 15 March 2016 on OTC 

derivatives, central counterparties and trade repositories;  

(f) management companies incorporated under Luxembourg law and subject to Chapter 15 

or Article 125-2 of Chapter 16, and Luxembourg branches of investment fund managers 

subject to Chapter 17, and investment companies which did not designate a 

management company within the meaning of Article 27 of the UCITS Law;  

(g) alternative investment fund managers authorised under Chapter 2 and internally 

managed alternative investment funds within the meaning of point (b) of Article 4(1) of 

the Law of 12 July 2013 on alternative investment fund managers; 

(h) institutions for occupational retirement provisions authorised in accordance with Article 

2(2) of the Law of 13 July 2005 on institutions for occupational retirement provision in 

the form of pension savings companies with variable capital (SEPCAVs) and pension 

savings associations (ASSEPs); 

(i) administrators of critical benchmarks within the meaning of point (b) of Article 20(1) of 

Regulation (EU) 2016/1011; 

(j) crowdfunding service providers within the meaning of the Law of 16 July 2019 on the 

operationalisation of European regulations in the area of financial services; 

(k) Payment Service Providers (PSPs) as referred to in Article 1(37) of the LPS that are not 

financial entities as defined in points (a) and (b) above, i.e. POST Luxembourg; 

(l) third-country branches of undertakings listed under points (a) to (j) above and having 

their head office in a third country that would qualify under Article 2(1) (a) to (i), (k) to 

(m), (p), (r) and (s) of DORA; 

(m) support PFS and specialised PFS within the meaning of the LFS; 

(n) management companies authorised only under Article 125-1 of Chapter 16 of the UCITS 

Law. 
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Chapter 2: Applicability to Third-Country Branches (TCBs) 

under DORA 

EIOPA has relayed the European Commission’s response under Question ID “DORA102 – 3097” 

stating that Regulation (EU) 2022/2554 (DORA) is applicable to TCBs in an EU country. 

The CSSF is giving effect to this stance via this Circular. TCBs of undertakings having their head 

office in a third country and that would qualify under Article 2(1)(a) to (i), (k) to (m), (p), (r) and 

(s), and within the meaning of Article 2(2) of DORA, are in the context of this circular and all 

amended circulars, as per the list below, to be considered as financial entities subject to DORA. 

The following modifications have been made to the enumerated circulars: 

1. Removal of TCBs from the scope of the following circulars (or part thereof): 

• Circular CSSF 20/750 – Requirements regarding information and communication technology 

(ICT) and security risk management: full removal. 

• Circular CSSF 22/806 – on outsourcing arrangements: The application of the circular for ICT 

outsourcing (Part II) was removed but kept for outsourcing arrangements other than ICT 

(Part I), in full alignment with other DORA entities. 

 

2. Inclusion of TCBs in the scope of the following circulars applicable to DORA entities: 

• Circular CSSF 25/882 - on requirements on the use of ICT third-party services for Financial 

Entities subject to the Digital Operational Resilience Act (DORA). 

• Circular CSSF 25/892 - Application of the Joint ESA Guidelines on the estimation of 

aggregated annual costs and losses caused by major ICT-related incidents under Regulation 

(EU) 2022/2554 (JC 2024 34). 

• Circular CSSF 25/893 - on reporting of major ICT-related incidents and significant cyber 

threats under the Digital Operational Resilience Act (DORA). Note that point 9 was also 

modified to introduce an alternative communication channel in case of technical impossibility 

preventing financial entities to notify the CSSF of major ICT related incidents and/or cyber 

threats via the indicated primary channel.  

 

3. To avoid inconsistencies and align with the above changes, modification of the two “amending 

circulars” which were used to modify the “pre-DORA CSSF circulars” when DORA entered into 

application:  

• Circular CSSF 25/881 – amending Circular CSSF 20/750 on requirements regarding 

information and communication technology (ICT) and security risk management: In line with 

above, TCBs were removed from the amendment of Circular CSSF 20/750. 

• Circular CSSF 25/883 - amending Circular CSSF 22/806 on outsourcing arrangements: 

Alignment of the modification of Circular CSSF 22/806 above. 

To visualise the respective changes, the corresponding pages of the amended Circulars are annexed 

to this Circular in track changes. 

https://www.cssf.lu/en/Document/circular-cssf-20-750/
https://www.cssf.lu/en/Document/circular-cssf-22-806/
https://www.cssf.lu/en/Document/circular-cssf-25-882/
https://www.cssf.lu/en/Document/circular-cssf-25-892/
https://www.cssf.lu/en/Document/circular-cssf-25-893/
https://www.cssf.lu/en/Document/circular-cssf-25-881/
https://www.cssf.lu/en/Document/circular-cssf-25-883/
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Chapter 3: Date of application 

This circular shall apply with immediate effect.  

 

Pascale TOUSSING 

Director 

Claude WAMPACH 

Director 

Marco ZWICK 

Director 

 Jean-Pierre FABER 

Director 

Claude MARX 

Director General 

 

Annexes Circular CSSF 20/750 as amended by Circular CSSF 26/915 

Circular CSSF 22/806 as amended by Circular CSSF 26/915 

Circular CSSF 25/881 as amended by Circular CSSF 26/915 

Circular CSSF 25/882 as amended by Circular CSSF 26/915 

Circular CSSF 25/883 as amended by Circular CSSF 26/915 

Circular CSSF 25/892 as amended by Circular CSSF 26/915 

Circular CSSF 25/893 as amended by Circular CSSF 26/915 
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Circular CSSF 20/750 
as amended by Circulars CSSF 22/828, CSSF 25/881 and CSSF 26/915 

on requirements regarding information and communication 

technology (ICT) and security risk management 

To support PFS and specialised PFS within the meaning of the Law of 5 April 1993 on the financial 

sector (LFS), and POST Luxembourg governed by the Law of 15 December 2000 on postal financial 

services1., as well as to all branches in Luxembourg of credit institutions, investment firms, payment 

institutions and e-money institutions incorporated in a third country  

Luxembourg, 25 August 2020 

Ladies and Gentlemen, 

This circular reflects the expectations of the CSSF as regards the risk management measures and 

control and security arrangements as referred to in Articles 17(1a) and 36(1) of the Law of 5 April 

1993 on the financial sector (“LFS”) and in Article 105-1 (1) of the Law of 10 November 2009 on 

payment services (“LPS”). 
 

This circular is divided in four Chapters: 

• Chapter 1 indicates the scope of this circular 

• Chapter 2 provides definitions and clarifications with regards to the terms used in this circular 

• Chapter 3 lists the requirements regarding ICT and security risk management 

• Chapter 4 indicates the entry into force of this circular 

 

 

  

 

1 For the sake of clarity, the wording “postal financial services” has the meaning provided for in Article 1 of the 
Law of 15 December 2000 as amended. 
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Chapter 1. Entities in Scope 

This circular is applicable in full to all the following entities: 

a) All support PFS within the meaning of the Law of 5 April 1993 on the financial sector (LFS) 

b) All specialised PSF within the meaning of the Law of 5 April 1993 on the financial sector (LFS) 

c) POST Luxembourg governed by the Law of 15 December 2000 on postal financial services2 and 

as Payment Service Provider as referred to in Article 1(37)(iii) of the LPS 

d) All branches in Luxembourg of credit institutions incorporated in a third country 

e) All branches in Luxembourg of investment firms incorporated in a third country 

f) All branches in Luxembourg of payment institutions and electronic money institutions 

incorporated in a third country 

Chapter 2. Definitions 

Financial Institution Throughout this document this term refers to the 

supervised entities in scope of this circular as defined in 

Chapter 1. 

Payment Service Provider (PSP) Throughout this document this term refers to POST 

Luxembourg and branches in Luxembourg of credit 

institutions, payment institutions and electronic money 

institutions incorporated in a third country, when they 

provide payment services as defined in Article 1(38) of 

the LPS. 

ICT and security risk Risk of loss due to breach of confidentiality, failure of 

integrity of systems and data, inappropriateness or 

unavailability of systems and data or inability to change 

information technology (IT) within a reasonable time and 

with reasonable costs when the environment or business 

requirements change (i.e. agility). This includes security 

risks resulting from inadequate or failed internal 

processes or external events including cyber-attacks or 

inadequate physical security. 

Management body A Financial Institution’s body or bodies, which are 
appointed in accordance with national law, which are 

empowered to set the Financial Institution’s strategy, 
objectives and overall direction, and which oversee and 

monitor management decision-making and include the 

persons who effectively direct the business of the 

Financial Institution and the directors and persons 

responsible for the management of the Financial 

Institution. 

 

2 For the sake of clarity, the wording “postal financial services” has the meaning provided for in Article 1 of the 
Law of 15 December 2000 as amended. 
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27) LFS Law of 5 April 1993 on the financial sector, as amended 

28) LPS Law of 10 November 2009 on payment services, as amended 

29) MiFID II Directive 2014/65/EU of the European Parliament and of the 

Council of 15 May 2014 on markets in financial instruments and 

amending Directive 2002/92/EC and Directive 2011/61/EU 

30) MiFID Law Law of 30 May 2018 on markets in financial instruments, as 

amended 

31) UCITS Law Law of 17 December 2010 relating to undertakings for collective 

investment, as amended 

Chapter 2. Scope of application and proportionality 

2. This circular defines the supervisory expectations that must be complied with when resorting 

to outsourcing arrangements.  

Part I of this circular applies to the following In-Scope Entities when performing outsourcing 

other than ICT outsourcing6: 

- credit institutions7 8, including their branches, within the meaning of the LFS; 

- investment firms, including their branches, within the meaning of the LFS; 

- payment institutions and electronic money institutions, including their branches, (each referred to 

as a payment institution) within the meaning of the LPS. Account information service providers 

(AISP) that only provide the service in point 8 of Annex of the LPS are not included in the scope of 

application of this circular. Any reference made in this circular to ‘payment services’ includes 
payment services or issuance of electronic money provided by electronic money institutions; 

- branches in Luxembourg of credit institutions, investment firms and payment institutions 

incorporated in a third country. They shall be deemed to be included in the notion of credit institution, 

investment firm and payment institution respectively. 

This circular applies in full (Part I and Part II) to the following In-Scope Entities:  

- specialised and support professionals of the financial sector (PFS) including their branches, within 

the meaning of the LFS. Branches in Luxembourg of PFS incorporated under foreign law shall be 

deemed to be included in the notion of PFS; 

- POST Luxembourg governed by the Law of 15 December 2000 on postal financial services9. All 

provisions that apply to payment institutions shall also apply to POST Luxembourg. 

 

6 For the sake of clarity, these entities are not required to include their ICT outsourcing arrangements in the 

register referred to in section 4.2.7. 
7 The ECB is the competent authority for the prudential supervision of significant credit institutions (significant 

institutions – SIs). SIs shall refer to the relevant ECB rules (if any). 
8 This circular shall apply to (mixed) financial holding companies that are approved in accordance with Article 

34-2 LFS. See also Circular CSSF 12/552, point 3, Part I. 
9 For the sake of clarity, the wording “postal financial services” has the meaning provided for in Article 1 of the 
Law of 15 December 2000 as amended. 
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- branches in Luxembourg of credit institutions, investment firms and payment institutions 

incorporated in a third country. They shall be deemed to be included in the notion of credit institution, 

investment firm and payment institution respectively. 

This circular applies also in full to the following entities established in Luxembourg when 

performing ICT outsourcing: 

- management companies authorised only under Article 125-1 of Chapter 16 of the UCITS Law 

This circular must be complied with by In-Scope Entities when designing the internal governance 

arrangements in the context of their business model taken as a whole, giving in particular due 

consideration to those activities that are regulated by the LFS, the LPS or any other national law 

conferring a competence to the CSSF. Consequently, this circular also applies when In-Scope Entities 

provide investment services and perform investment activities in accordance with the MiFID Law, 

develop internal governance arrangements in the context of the AML/CFT Law or provide asset 

management services and depositary tasks for Undertakings for Collective Investments established 

in Luxembourg.  

Branches in Luxembourg of the aforementioned types of entities that are part of a legal entity whose 

head office is located in a different Member State of the EEA (EEA branches) are subject to the 

supervision of the competent authority of that Member State (home Member State). However, as 

the CSSF is competent for ensuring that EEA branches comply with the specific requirements laid 

down in the thematic or sectoral frameworks10, Part I of this circular applies if EEA branches 

outsource functions that belong to areas for which the CSSF retains an oversight responsibility, 

except for ICT outsourcing11. While this circular does not impose specific requirements with regard 

to internal governance arrangements of EEA branches, such branches are nevertheless expected to 

adopt internal governance arrangements which are comparable to those provided for in this circular, 

in coordination with their head office. 

3. The provisions of this circular shall apply to all In-Scope Entities on an individual basis. Credit 

institutions and investment firms shall also comply with this circular on a sub-consolidated and 

consolidated basis, taking into account their prudential scope of consolidation. Credit institutions and 

investment firms that are a parent undertaking shall ensure that the internal governance 

arrangements, processes and mechanisms in their subsidiaries are consistent, well integrated and 

appropriate for the effective application of this circular at all relevant levels of supervision12. 

4. In-Scope Entities shall, when complying with this circular, have regard to the principle of 

proportionality. According to this principle, In-Scope Entities shall take implementing measures that 

are proportionate to their size and their internal organisation as well as to the nature, scale and 

complexity of their activities or services, including their risks. As such, In-Scope Entities that are 

large, complex or engage in risky activities or services shall adopt a more robust framework for their 

central administration, internal governance and risk management. By contrast, In-Scope Entities 

may apply a less elaborated framework where justified by their size and internal organisation as well 

as by the nature, scale and complexity of their activities or services, including their risks. 

 
10 notably in the context of investment services in accordance with the MiFID Law, the AML/CFT Law, the provision 

of asset management services and depositary tasks for Undertakings for Collective Investments established in 

Luxembourg. 

11 Those arrangements are covered by Circular CSSF 25/882 on requirements on the use of ICT third-party 

services for Financial Entities subject to DORA and DORA regulation. 
12 Where a waiver has been granted pursuant to Article 10 CRR to cooperative societies or Article 7 CRR, the 

provisions of this circular shall be applied at the level of the parent undertaking including its subsidiaries or by 

the central body and its affiliates as a whole. 
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Consequently, to provide legal clarity to the market and clarify its expectations, the CSSF is taking 

two steps: 

1. amend Circular CSSF 20/750 on requirements regarding ICT and security risk management:  

o to reduce the scope to “non-DORA entities”, i.e. the entities that are subject 

to CSSF supervision but are not financial entities as defined in Article 2 of 

DORA and therefore not subject to DORA requirements. The amended Circular CSSF 

20/750 also remains applicable to entities which are not in the scope of DORA, when 

providing payment services, such as POST Luxembourg and branches in Luxembourg 

of PSP incorporated in a third country6. In fact, the CSSF considers that financial 

entities subject to the supervision of the CSSF falling under Circular CSSF 20/750 

but not falling under DORA shall continue to fulfil its expectations with regard to the 

ICT and security risk management by complying with this circular; 

o to remove the specific elements only applicable to PSPs (whether they are 

also in scope of DORA or not) which are regrouped in a new dedicated circular (see 

point 2 below), i.e. Guideline 3.8. on relationship management of the payment 

service users and section 4 of the circular related to PSP ICT assessment; and 

o to remove a few other obsolete sections and provisions of the circular. 

 

2. issue a new circular, Circular CSSF 25/880 on relationship management of payment service 

users and PSP ICT assessment, applicable to all PSPs within the scope of LPS and 

supervised by the CSSF, including branches in Luxembourg of PSPs incorporated in a third 

country, and POST Luxembourg which: 

o implements the EBA Guidelines 2025/02 amending EBA GL/2019/04 on ICT and 

security risk management. i.e. the contents of Guideline 3.8 referred to above; 

o integrates the existing additional national requirement for annual reporting of the 

risk assessment related to payment services (PSP ICT assessment), which was 

previously part of Circular CSSF 20/750. 

In line with step 1 above, this circular amends Circular CSSF 20/750 by specifying the following: 

1. the scope of application of Circular CSSF 20/750 has been modified to consider the entry 

into application of DORA. The scope is now described in Chapter 1: 

a. For financial entities as defined in Article 2 of DORA and supervised by the CSSF, Circular 

CSSF 20/750 no longer applies. They have been removed from the scope; 

b. For entities falling under Circular CSSF 20/750 but not falling under DORA, Circular 

CSSF 20/750 continues to apply in full. 

2. Section 1 on “Requirements regarding information and communication technology (ICT) and 
security risk management”, Section 2 on “Amendment of Circular CSSF 12/552”, Section 3 

on “Repeal and replacement of Circular CSSF 19/713” and Section 4 on “Additional 
requirement for payment service providers (PSPs)” have been removed. 

3. The requirements that were listed in EBA Guidelines EBA/GL/2019/04 have been introduced 

directly in Circular CSSF 20/750 as follows: 

 

6 This is the reason why references to elements of compliance with the Law of 10 November 2009 on payment 

services (LPS) which apply to POST Luxembourg and branches in Luxembourg of PSP incorporated in a third 

country are retained in this circular. 
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Circular CSSF 25/882 
as amended by Circular CSSF 26/915 

on requirements on the use of ICT third-party services for Financial 

Entities subject to the Digital Operational Resilience Act (DORA) 

To all financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) and (s), and within the 

meaning of Article 2(2) of Regulation (EU) 2022/2554 on digital operational resilience for the 

financial sector (DORA”) 1. 

To all third-country branches of financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) 

and (s), and within the meaning of Article 2(2) of DORA, if in the third country where their head 

office is established, they would qualify as entities listed under Article 2(1) (a) to (t) of DORA. 

Luxembourg, 9 April 2025 

Ladies and Gentlemen, 

As of 17 January 2025, the provisions of the Digital Operational Resilience Act (“DORA”) (Regulation 

(EU) 2022/2554)  are applicable to the financial entities supervised by the CSSF and in scope of 

DORA. 

The purpose of this circular is to provide them with practical instructions on the submission of certain 

information and reporting in relation to the use of ICT third-party providers and required under 

DORA. 

This circular also complements the DORA Regulation, notably by recalling certain general 

requirements regarding the use of ICT services2 provided by third parties, considering notably the 

Luxembourg national laws related to financial services. 

  

 

1 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital 

operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 

648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 

2 ICT services as defined in DORA Article 3(21) 
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Chapter 1: Scope and general principles 

Sub-chapter 1.1. Scope 

1. The following entities are to be considered as financial entities in the framework in the scope 

of this circular: 

a) credit institutions, investment firms, market operators operating a trading venue and 

approved publication arrangements with a derogation and authorised reporting 

mechanisms with a derogation within the meaning of the Law of 5 April 1993 on the 

financial sector (LFS); 

b) payment institutions, account information service providers and electronic money 

institutions within the meaning of the Law of 10 November 2009 on payment services 

(LPS); 

c) crypto asset service providers and issuers of asset-referenced tokens within the meaning 

of Regulation (EU) 2023/1114; 

d) central securities depositories within the meaning of the Law of 6 June 2018 on Central 

Securities Depositories; 

e) central counterparties within the meaning of the Law of 15 March 2016 on OTC 

derivatives, central counterparties and trade repositories; 

f) management companies incorporated under Luxembourg law and subject to Chapter 15 

or Article 125-2 of Chapter 16, and Luxembourg branches of investment fund managers 

subject to Chapter 17, and investment companies which did not designate a management 

company within the meaning of Article 27 of the Law of 17 December 2010 relating to 

undertakings for collective investment;  

g) alternative investment fund managers authorised under Chapter 2 and internally 

managed alternative investment funds within the meaning of point (b) of Article 4(1) of 

the Law of 12 July 2013 on alternative investment fund managers;  

h) institutions for occupational retirement provisions authorised in accordance with Article 

2(2) of the Law of 13 July 2005 on institutions for occupational retirement provision in 

the form of pension savings companies with variable capital (SEPCAVs) and pension 

savings associations (ASSEPs); 

i) administrators of critical benchmarks within the meaning of point (b) of Article 20(1) of 

Regulation (EU) 2016/1011; 

j) crowdfunding service providers within the meaning of the Law of 16 July 2019 on the 

operationalisation of European regulations in the area of financial services;  

j)k) third-country branches of undertakings listed under points 1.a) to j) above and 

having their head office in a third country that would qualify under Article 2(1) (a) to (i), 

(k) to (m), (p), (r) and (s) of DORA. 

 

2. The provisions of this circular are applicable to all financial entities in scope as defined in 

point 1(a) to (kj) above, hereinafter collectively referred to as “Financial Entities” or 
individually as “Financial Entity”, including their branches as specified in the respective 
laws. 
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3. the scope of application of Circular CSSF 22/806, as described in Part I, Chapter 2 has been 

modified to consider the entry into application of DORA: 

a. for financial entities as defined in Article 2 of DORA2 and supervised by the CSSF, 

for which Circular CSSF 22/806 applied in full for all outsourcing arrangements: 

i. Part I of Circular CSSF 22/806 remains applicable for outsourcing 

arrangements other than ICT outsourcing; 

ii. Part II of Circular CSSF 22/806, related to ICT outsourcing arrangements, 

does not apply to them anymore. 

b. for entities falling under Circular CSSF 22/806 but not falling under DORA, and for 

which Circular CSSF 22/806 applies in full, the latter remains applicable for all 

outsourcing arrangements in its entirety (Part I and Part II); 

c. for financial entities as defined in Article 2 of DORA and supervised by the CSSF, for 

which Circular CSSF 22/806 applied in full only when performing ICT outsourcing, 

Circular CSSF 22/806 no longer applies. Those entities have been removed from the 

scope; 

d. for management companies authorised only under Article 125-1 of Chapter 16 of 

the UCITS Law, which consequently are not in the scope of DORA, Circular CSSF 

22/806 continues to apply in full when performing ICT outsourcing. 

4. The requirement of specific contractual clauses for cloud computing service providers 

(contract subject to the law of one of the Member States of the EEA and a resilience of the 

cloud computing services provided in the EEA) have been repealed to align the requirements 

for the entities under the scope of this circular with the requirements for the entities in the 

scope of DORA. 

The amendments to Circular CSSF 22/806 are shown in “track changes” hereafter. 

This circular shall apply with immediate effect. 

Claude WAMPACH 

Director 

Marco ZWICK 

Director 

Jean-Pierre FABER 

Director 

 Françoise KAUTHEN 

Director 

Claude MARX 

Director General 

 

Annex Circular CSSF 22/806 as amended by Circular CSSF 25/883 

 

 

2 Including third-country branches of financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) and 

(s), and within the meaning of Article 2(2) of DORA, if in the third country where their head office is established, 

they would qualify as entities listed under Article 2(1)(a) to (t) of DORA. 
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Circular CSSF 25/892 
as amended by Circular CSSF 26/915 

Application of the Joint ESA Guidelines on the estimation of 
aggregated annual costs and losses caused by major ICT-related 

incidents under Regulation (EU) 2022/2554 (JC 2024 34) 

To all financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) and (s), and within the 

meaning of Article 2(2) of Regulation (EU) 2022/25541 on digital operational resilience for the 

financial sector (hereafter “DORA”). 

To all third-country branches of financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) 

and (s), and within the meaning of Article 2(2) of DORA, if in the third country where their head 

office is established, they would qualify as entities listed under Article 2(1) (a) to (t) of DORA. 

Luxembourg, 27 May 2025 

Ladies and Gentlemen, 

The purpose of this circular is to inform you that the CSSF, in its capacity as competent authority, 

applies the Joint Guidelines of the European Supervisory Authorities (ESAs) on the estimation of 

aggregated annual costs and losses caused by major ICT-related incidents referred to in Article 

11(11) of DORA (i.e. JC/GL/2024/34; hereafter the “Guidelines”). 

This circular is divided into three chapters: 

• Chapter 1 defines the scope of application; 

• Chapter 2 clarifies the reporting obligation to the CSSF; 

• Chapter 3 provides for the entry into force of this circular. 

The guidelines are attached as an annex to this circular. 

 

1 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital 

operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, 

(EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 
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Chapter 1: Scope of application  

1. The following entities, other than microenterprises as defined in Article 3(60) of DORA2, are 

to be considered as financial entities in the framework of this circular:  

a) credit institutions, investment firms, market operators operating a trading venue and 

approved publication arrangements with a derogation and authorised reporting 

mechanisms with a derogation within the meaning of the Law of 5 April 1993 on the 

financial sector; 

b) payment institutions, account information service providers and electronic money 

institutions within the meaning of the Law of 10 November 2009 on payment services;  

c) crypto-asset service providers and issuers of asset-referenced tokens within the meaning 

of Regulation (EU) 2023/1114; 

d) central securities depositories within the meaning of the Law of 6 June 2018 on central 

securities depositories; 

e) central counterparties within the meaning of the Law of 15 March 2016 on OTC 

derivatives, central counterparties and trade repositories;  

f) management companies incorporated under Luxembourg law and subject to Chapter 15 

or Article 125-2 of Chapter 16, and Luxembourg branches of investment fund managers 

subject to Chapter 17, and investment companies which did not designate a 

management company within the meaning of Article 27 of the Law of 17 December 2010 

relating to undertakings for collective investment;  

g) alternative investment fund managers authorised under Chapter 2 and internally 

managed alternative investment funds within the meaning of point (b) of Article 4(1) of 

the Law of 12 July 2013 on alternative investment fund managers; 

h) institutions for occupational retirement provisions authorised in accordance with Article 

2(2) of the Law of 13 July 2005 on institutions for occupational retirement provision in 

the form of pension savings companies with variable capital (SEPCAVs) and pension 

savings associations (ASSEPs); 

i) administrators of critical benchmarks within the meaning of point (b) of Article 20(1) of 

Regulation (EU) 2016/1011; 

j) crowdfunding service providers within the meaning of the Law of 16 July 2019 on the 

operationalisation of European regulations in the area of financial services; 

j)k) third-country branches of undertakings listed under point 1.a) to j) above and having 

their head office in a third country that would qualify under Article 2(1) (a) to (t) of 

DORA. 

2. Branches in Luxembourg of the financial entities that are part of a legal entity whose head 

office is located in a different Member State of the European Union (EU branches) are 

expected to report their estimations under DORA to the competent authority of that Member 

State (home Member State) upon its request and are therefore excluded from the scope of 

this circular.  

 

2 ‘microenterprise’ means a financial entity, other than a trading venue, a central counterparty, a trade repository 
or a central securities depository, which employs fewer than 10 persons and has an annual turnover and/or 

annual balance sheet total that does not exceed EUR 2 million. 
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Circular CSSF 25/893 
as amended by Circular CSSF 26/915 

on reporting of major ICT-related incidents and significant cyber 

threats under the Digital Operational Resilience Act (DORA) 

To all financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) and (s), and within the 

meaning of Article 2(2) of Regulation (EU) 2022/25541 on digital operational resilience for the 

financial sector (hereafter “DORA”) and to all Payment Service Providers as referred to in Article 

1(37) of the Law of 10 November 2009 on payment services (LPS).  

To all third-country branches of financial entities defined in Article 2(1)(a) to (i), (k) to (m), (p), (r) 

and (s), and within the meaning of Article 2(2) of Regulation (EU) 2022/2554 on digital operational 

resilience for the financial sector (hereafter “DORA”), if in the third country where their head office 

is established, they would qualify as entities listed under Article 2(1) of Regulation (EU) 2022/2554 

(DORA). 

Luxembourg, 27 May 2025 

Ladies and Gentlemen, 

As defined in Articles 18(1), 18(2), 19(1) and 19(2) of DORA, financial entities subject to DORA are 

required to comply with the obligations for classifying and reporting major ICT-related incidents and, 

if applicable, significant cyber threats. The specifics regarding classification and reporting are 

detailed in the following Regulatory Technical Standards (RTS) and Implementing Technical 

Standards (ITS): 

• RTS on classification of ICT-related incidents and cyber threats2 (hereafter “RTS on 
classification”), and 

• RTS and ITS on incident and voluntary cyber threats reporting (hereafter “RTS on incident 
reporting”3 and “ITS on incident reporting”4) 

Furthermore, with this circular the CSSF requires Payment Service Providers (PSPs) that are not in 

the scope of DORA to follow the ICT-related incident and cyber threat classification and reporting 

procedures under DORA in order to fulfil the reporting requirements stipulated under Article 105-2 

 

1 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital 

operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 

648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 

2 Commission Delegated Regulation (EU) 2024/1772 of 13 March 2024 supplementing Regulation (EU) 

2022/2554 of the European Parliament and of the Council with regard to regulatory technical standards 

specifying the criteria for the classification of ICT-related incidents and cyber threats, setting out materiality 

thresholds and specifying the details of reports of major incidents 

3 Commission Delegated Regulation (EU) 2025/301 of 23 October 2024 supplementing Regulation (EU) 

2022/2554 of the European Parliament and of the Council with regard to regulatory technical standards 

specifying the content and time limits for the initial notification of, and intermediate and final report on, major 

ICT-related incidents, and the content of the voluntary notification for significant cyber threats 

4 Commission Implementing Regulation (EU) 2025/302 of 23 October 2024 laying down implementing technical 

standards for the application of Regulation (EU) 2022/2554 of the European Parliament and of the Council with 

regard to the standard forms, templates, and procedures for financial entities to report a major ICT-related 

incident and to notify a significant cyber threat 
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Chapter 1: Scope of application  

1. The following entities are to be considered as financial entities in the framework of this 

circular:  

a) credit institutions, investment firms, market operators operating a trading venue and 

approved publication arrangements with a derogation and authorised reporting 

mechanisms with a derogation within the meaning of the Law of 5 April 1993 on the 

financial sector (LFS); 

b) payment institutions, account information service providers and electronic money 

institutions within the meaning of the LPS;  

c) crypto asset service providers and issuers of asset-referenced tokens within the meaning 

of Regulation (EU) 2023/1114; 

d) central securities depositories within the meaning of the Law of 6 June 2018 on central 

securities depositories; 

e) central counterparties within the meaning of the Law of 15 March 2016 on OTC 

derivatives, central counterparties and trade repositories;  

f) management companies incorporated under Luxembourg law and subject to Chapter 15 

or Article 125-2 of Chapter 16, and Luxembourg branches of investment fund managers 

subject to Chapter 17, and investment companies which did not designate a 

management company within the meaning of Article 27 of the Law of 17 December 2010 

relating to undertakings for collective investment;  

g) alternative investment fund managers authorised under Chapter 2 and internally 

managed alternative investment funds within the meaning of point (b) of Article 4(1) of 

the Law of 12 July 2013 on alternative investment fund managers; 

h) institutions for occupational retirement provisions authorised in accordance with Article 

2(2) of the Law of 13 July 2005 on institutions for occupational retirement provision in 

the form of pension savings companies with variable capital (SEPCAVs) and pension 

savings associations (ASSEPs); 

i) administrators of critical benchmarks within the meaning of point (b) of Article 20(1) of 

Regulation (EU) 2016/1011; 

j) crowdfunding service providers within the meaning of the Law of 16 July 2019 on the 

operationalisation of European regulations in the area of financial services; 

k) Payment Service Providers (PSPs) as referred to in Article 1(37) of the LPS that are not 

financial entities as defined in point 1 (a) and (b) above, i.e. branches in Luxembourg of 

PSPs incorporated in a third country, and POST Luxembourg; 

k)l) third-country branches of undertakings listed under points 1.a) to j) above and having 

their head office in a third country that would qualify under Article 2(1) (a) to (t) of 

DORA. 
 

2. The provisions of Chapter 2 of this circular are only applicable to entities in scope as defined 

in point (k) above, hereafter collectively referred to as “PSPs not under DORA”. 

3. The provisions of Chapter 3 of this circular are applicable to all financial entities in scope as 

defined in point 1 (a) to (lk) above, hereafter collectively referred to as “Financial Entities” 
or individually as “Financial Entity”, including their branches as specified in the respective 
laws. 
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f) ‘major ICT-related incident’ means an ICT-related incident that has a high adverse 

impact on the network and information systems that support critical or important 

functions of the financial entity. This includes major operational or security payment-

related incidents; 

g) ‘cyber threat’ means any potential circumstance, event or action that could damage, 

disrupt or otherwise adversely impact network and information systems, the users of 

such systems and other persons; 

h) ‘significant cyber threat’ means a cyber threat the technical characteristics of which 

indicate that it could have the potential to result in a major ICT-related incident or a 

major operational or security payment-related incident; 

i) ‘critical or important function’ means a function, the disruption of which would materially 

impair the financial performance of a financial entity, or the soundness or continuity of 

its services and activities, or the discontinued, defective or failed performance of that 

function would materially impair the continuing compliance of a financial entity with the 

conditions and obligations of its authorisation, or with its other obligations under 

applicable financial services law. 

6. PSPs not under DORA are required to classify their ICT-related incidents and their cyber 

threats according to the criteria and materiality thresholds as defined in Chapters I, II and 

III of the RTS on classification. Chapters IV and V of the RTS on classification are not 

applicable to them. 

7. PSPs not under DORA are further required to notify the major ICT-related incidents and, if 

applicable, significant cyber threats, according to the RTS on incident reporting and to the 

ITS on incident reporting, which apply in full to them.  

Chapter 3: Practical modalities for major ICT-related 

incident notification and significant cyber threats 

reporting  

8. Major ICT-related incident notifications as well as, if applicable, significant cyber threats, 

shall be submitted via the corresponding form either through the dedicated procedure “DORA 
Major ICT-related Incident Notification” available on the CSSF eDesk Portal or via the API 

interface (S3) provided by the CSSF. 

9. Financial entities shall notify the CSSF according to the time limits laid down in Article 5 of 

the RTS on incident reporting. In the exceptional event that a technical impossibility prevents 

the financial entities from submitting incident notifications using the indicated channel, they 

shall inform the CSSF via e-mail (ictrisksupervision@cssf.lu), without undue delay and no 

later than the respective time limits for the submission of the notification or report and shall 

explain the reasons for the use of the alternative channel. 

10. Financial entities shall complete the relevant section(s) of the notification form, depending 

on the phase they are in. The first section refers to the initial notification as per Article 2 of 

the RTS on incident reporting, the second section refers to the intermediate report as per 

Article 3 of the RTS on incident reporting and the third section refers to the final report as 

per Article 4 of the RTS on incident reporting. The notification form contains the data fields 

laid down in Annexes II and IV of the ITS on incident reporting. 

mailto:ictrisksupervision@cssf.lu
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Chapter 4: Date of application  

13. For entities listed under points 1(a) to (j) and (l): 

a) This circular shall apply with immediate effect and renders Circular CSSF 24/847 on ICT-

related incident reporting framework no longer applicable to them; 

b) Circular CSSF 21/787 on application of the EBA Guidelines (EBA/GL/2021/03) on major 

incident reporting under PSD2 is no longer applicable to them. 

14. For entities listed under point 1(k): 

a) This circular shall apply six months after its publication date; 

b) During the transition period, the classification criteria as well as the notification reporting 

modalities as required by Circulars CSSF 24/847 on ICT-related incident reporting 

framework and CSSF 21/787 on application of the EBA Guidelines (EBA/GL/2021/03) on 

major incident reporting under PSD2 remain applicable to them. 

15. Six months after the publication date of this circular, Circular CSSF 21/787 on application of 

the EBA Guidelines (EBA/GL/2021/03) on major incident reporting under PSD2 will be 

repealed.  

Claude WAMPACH 

Director 
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